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Kmouesvie cnosa: Ynugpuxayus yuemnwix 3anucet (unification of accounts), cepsuc-
opuenmuposannas apxumexmypa (service-oriented architecture), Mooeas AAA (AAA protocol),
cepsuc cunxponusayuu (Synchronization service)

Annomayusa: Cmamoes nocésujeHa paspabomke U 6HEOPEeHUr) NPOSPAMMHO20 NPOOYKMA,
NO360NAIOWE20  OCYWeCmBUmMb MAKYI0  (0e3  CYWecmeenHo20 USMEHEeHUs CYUecmeyiouux
ungopmayuonnvix cucmem MITY um. baymana - LANBilling u Microsoft Active Directory)
unmezpayulo cucmem YnpasieHus noab308amesamMi 8 KpUmudecku 8axcHulx 0 Yuusepcumema
UHOPMAYUOHHBIX cucmemMax ¢ eOuHou cayxcoou aymenmuguxkayuu. Aemop npeoracaem
peuterue, Komopoe npedocmasisiem cobou 110, paspabomannoe 6 6ude 6eO-NPUNONHCEHUS,
pabomarwezo 8 pPAMKAX Cepeuc-OpUeHmMUPOBAHHOLU apXUumeKkmypul, UCHOIb3YS NPOMOKOJIbL
SOAP u LDAP. Paspabomannviti npocpammmusiiic APOOYKM UCCAOVemcs NOCPeOCnmEoMm
HASPY30YHO20 ~MEeCMUPO8anus, KoOmopoe RNOKA3aN0 pabomocnocoOHOCMb  peuleHus npu
odicudaemom yposme naepysox. Mumeepayus LANBIlling u Active Directory ¢ nomowwio
Paspabomannoco cepsuca npusedem K yHupukayuu i102uHo8 u naponeil 0isi Y4emuvlx 3anucetl
IMUX CUCEM.



BBEJIEHUE

VYcnenmas AeSITETbHOCTE COBPEMEHHOTO YHUBEPCUTETAa HEBO3MOKHA 0€3 MIMPOKOTO BHEIPCHUS
nHQOpMAITMOHHBIX TexHOooTUH. [Iporiecc mocTpoenus eanHoNM HHGOOPMALIMOHHON Cpebl BY3a,
peain3yeMoil ¢ MpUMEHEHHUEM CEpBUC-OpUEHTHPOBaHHOU apxuTekTypbl (COA), nenaer
aKTyaJTbHOM 3a7a4y MOCTPOCHUS SAMHON CUCTEMBbI ayTeHTHU(UKAIIMU, aBTOPU3ALINH U yUeTa
PECYPCOB, KOTOPBIE MOTPEOISIIOT MOJIB30BaTe M (aCCOUNting). DTo MO3BOJIUT YHTH OT JIOKAIBHBIX
XPaHWJIHII TTOJIb30BATENeH K €IMHOMY, U CIIENIaTh 33/1a4y ayTeHTU(HKAIlNU MOoJIb30BaTeNe B

CYHICCTBYHOIIIMX W BHOBBL BBOJUMBIX I/IH(l)OpMaI_II/IOHHI)IX CHUCTCM YHHBepcaJIBHOﬁ.

3a nmocnenHue Heckosbko jer B MI'TY um. H.D. baymana ycnemmo mpoBofsTcs paOoThl Mo
OCTPOEHUIO0 MH(POPMALIMOHHON cpeabl YHUBepcuTeTa. (s xpaHeHus MHGOPMAIMU YUETHBIX
JAHHBIX M TIPaB TOJb30BaTeNel B MHMOPMAIIMOHHBIX CHCTeMaxX ObUT c(HOPMUPOBAH KaJpOBBIi
cnpaBouHuk MI'TY um. baymana B Bune LDAP-cTpykrypsl, pasmemenHoii B Microsoft Active
Directory [1]. CnpaBOYHMK CHHXPOHH3UPOBAaH ¢ HMHGOPMAIMOHHOW CHCTEMOH yHpaBJeHUs
kagpamu. Kpome Ttoro, u3 MHOOPMAIMOHHOW CUCTEMbI «DJIEKTPOHHBIH YHUBEPCUTET» B
KaJIpOBBII CIIpaBOYHUK [TOMELCHa HH(POpMaLUs O CTyAeHTaxX U acnupaHTax. [IpoBeneHbl paboTh
110 JOPMHUPOBAHUIO JIOCTATOYHOTO IEPEYHS THIIOB cepBepoB ayreHTH prkammu. 31o CAS -ceprep,
RADIUS-cepBep, LDAD-3anmpocel Kk eawmHON 0a3e yYETHBIX JAaHHBIX I10JB30BATEICH,
ayreHTu(ukanus B qomeHe Windows. MHbIME ciioBamu, copMUpoBaHa MUHQPPACTPYKTypa JUIs
BHEJPEHUs B YHUBEPCUTETE €IUHON CITyKObl ayTeHTU(UKalMK noabp3oBareneil. Enunas coyx6a
ayTeHTU(UKAIIUK  TOJpa3yMeBaeT HAIUYHE EIMHOTO IPOCTPAHCTBA YYETHBIX JAHHBIX

MOJIb30BaTeNe HapsAy C LIMPOKUM BBIOOPOM IMpeaaraeMblX MEXaHU3MOB ayTeHTHUKauu. [1]

Crenmyrommm 3TarnoM B MOCTPOSCHUH €IUHON MH(POPMAIIMOHHOMN Cpelbl YHUBEPCUTETA SBIISICTCS
MepeBol JEHCTBYIONMX HWHMOPMAIIMOHHBIX CHCTEM Ha AyTCHTH(UKAIIUIO I1OJh30BaTENeH B
eAUHON ciy0e ayreHTU(HUKAIUU. YCIeX JaHHOTO 3Tana 00ecleyuT MPUHUIMIUATBHO HOBBIA

YPOBEHb MHTErpAIlU NH(YOPMAIIMOHHBIX CUCTEM BY32.

Onnako, Tpu BHEAPEHUU B YHUBEPCHUTETE €IWHON CIyXObl ayreHTH(UKAIIMU HEIb3sl He
VIUTHIBaTh HAKOIJICHHBIM OMNBIT B YIPaBJIEHUHM YYETHBIMU JAHHBIMHU I0Jb30BaTeNeil B
neiicTByronmx — MHQOpManMoHHBIX cucrteMax. (OcoO0eHHO, 3TO BaXHO B CiIydae C
UHQOPMAIITMOHHBIMU CHUCTEMaMHU, C MOMOUIBI0 KOTOPBIX YK€ MHOTHE TOfAbl 0OecreynBaeTcs
MacCOBBIN JIOCTYIT IOJIb30BaTelNiell k Haubomee BocTpeboBaHHbIM UT-cepBucam YHHBepcHTETa
(kopriopaTvBHas JJEKTPOHHAs TMoO4Ta, OECpOBOAHBIA HHTEpHET, H Ap.). llepeBon
MHOTOYHCJIICHHBIX MOJIL30BaTEICH yHI/IBCpCI/ITeTa Ha BHOBb CO3JAaHHLIC YYCTHBLIC 3allUCHU, JAXKE

4TI pCHICHUA TaKOM Ba)XKHOM 3aaud Kak IOCTPOCHUC eIMHOM CJ'Iy)K6LI ayTeHTI/I(I)I/IKaI_II/II/I, CCTb



HCOIIpaBAaHHOC HACUJIMEC HaA I1OJIb30BaTCIAMU. Ilons30BaTenu OTUX, KPUTUYCCKU BAXXHBIX JJIA

YHUBEpPCHUTETa MH(POPMALIMOHHBIX CUCTEM, HE JIOJKHBI TIOYYBCTBOBATH AU CKOM(OPT.

Pemennem sBnsercs pa3paboTka W BHEAPEHHE MPOTPAMMHOIO IPOAYKTA, MO3BOJISIOILIETO
OCYIIECTBUTh MsTKyl0 (0€3 CyIeCTBEHHOro u3MeHeHus cymectByronmx WC) uHTErparmio
CUCTEM YIOPABJIICHMS IIOJIb30BATEISIMM B  KPUTHUYECKM BaXHBIX Ui YHUBEpPCUTETA
MHQOPMALIMOHHBIX CHUCTEMaX C €IUHOI ciay:kO0oi ayreHTH(UKaluu. B kauecTBe KpUTHUUECKH
BXHOU MH(POPMALIMOHHOM CHCTEMBI, PACCMAaTPUBAETCSl aBTOMATU3UPOBAHHAS CHCTEMA PACYETOB
LANBIlling, ¢ moMoImp KOTOPOW MHOTHE TOJbI YCHEUIHO PETUCTPUPYIOTCS IOJIb30BATEIH
YHUBepcUTETa U OCYILECTBIISIIOTCS YCIYTH 3JIEKTPOHHOW MoYThl, OecripoBogHoro MHTepHera,

yIAIEHHOTO JOCTYyNa K KOPIOPATUBHBIM MPUIIOKEHUSIM.

B paboTe peraroTcs clieayromme 3a1auu:

® [lpoBeneH aHann3 MHPOIOTHUECKON U JaTalorudeckoi Mojesneit 0a3bl JaHHBIX
aBTOMaTU3UpOBaHHOM crcteMbl pacueToB LANBIlling;

® [IpoBeneH aHanM3 MHTErPAMOHHBIX BOBMOXKHOCTEN aBTOMATU3UPOBAHHOM CHUCTEMBI
pacueroB LANBIlling;

® [lposenen ananu3 LDAP-cTpykTypsl KagpoBoro crnpaBouHuka MI'TY um. baymana,
pasMenieHHOrO B AD;

e [lpoBeneH aHamm3 METOOB JOCTyIa Ha yTeHUE U 3anuch K LDAP-cTpykType KaapoBoro

cupaBounrka MI'TY um. baymana, pasmenieanoro B AD u BeiOpan Hanbomee

3¢ deKTUBHBIH;

® [IpemoxeHa npoueaypa NEPBUYHON CHHXPOHHU3ALMK YYETHBIX 31U CEH MOJIb30BaTeIeH
yXKe 3apeTUCTPUPOBAHHBIX B aBTOMATH3UPOBaHHOM cucteme pacuetoB LANBIlling ¢
YUETHBIMU 3aMCSIMU MOJIb30BaTeNel B KaipoBoM cripaBouHuke MI'TY um. baymana
pasMenieHHOM B AD;

® [IpemnoxeHa nmpouexypa CMHHXpOHU3AUK YUETHBIX 3allMCEl 10JIb30BaTENIEH Ha ATAIle UX
MEPBUYHOMN PErMCTpaIliy B aBTOMaTH3UPOBaHHOU cucTeMe pacueToB LANBIlling ¢
YYETHBIMH 3aIIMCSAMU I10JIb30BaTENEH B KapoBoM cipaBouyHuke MI'TY nm. baymana
pasMenieHHOM B AD;

e [lpemioxeHa npouenypa CHHXpOHU3ALMHY YUETHBIX 3alIMCEN NTOJIb30BATENIEH Ha dTare
BHECEHUS I3BMEHEHU N B PETUCTPALIMOHHBIE JaHHBIE B ABTOMAaTU3UPOBAHHOM CHCTEME
pacuetoB LANBIlling ¢ yueTHpIMH 3aliuCsIMU MOJB30BATENCH B KAAPOBOM CIIPAaBOYHHKE

MI'TY um. baymana pasmenieHHOM B AD;



® Pazpabortana nHQOPMAIIMOHHAS MOJIENIb U MPEATIOKEHA APXUTEKTypa MPOTPaMMHOIO
TIPOJIyKTa;
® OueHka paboTOCIIOCOOHOCTH CUCTEMBI ITPHU 0KUJAEMOM YPOBHE HArPY30K;

® BuenpeHue npeayio’keHHOT0 MPOrpaMMHOTO MPOAYKTa B MHGOPMAIOHHYIO

unppactpykrypy MI'TY um. H.O. baymana.

Cpenu MHOKECTBA CYIECTBYIOIIMX B YHUBEPCUTETE CUCTEM YIIPaBJIEHUS I10JIb30BaTENSIMU
HanOOJBIIMI MHTEPEC AJIsl aHAJIM3a [TPEACTaBIISIOT JBE.

[lepBasi, 3T0 enuHas ciyxba yrpaBieHHs OJIb30BATEISIMU, CONPSDKEHHAs C KaJJpOBOW CHUCTEMOM
- cmyx0a Microsoft Active Directory (manee AD), mosiBuBmmasicsi B MI'TY B mocieiHIE TOIBI.
HecoMHEHHBIM IPENMYILECTBOM JaHHOM CUCTEMBI YIIPaBJICHUS OJIb30BATENSAMU SIBIISIETCS €€
nonHoTa. B AD coaepxutcs napopmMaius 000 BceX padOTAIOIMMX COTPYTHUKAX YHUBEPCHUTETA.
Cucrema onepaTuBHO OTCIIEKUBAET BCE U3MEHEHUS B KaJPOBOM CTPYKTYpE YHUBEpPCHUTETA.
Hapsiny ¢ mpenmyiiecTBamMu, TaHHAs CUCTEMA yIPaBJICHUS MOJIb30BATEISIMUA UMEET
CYILIECTBEHHbIE HEAOCTATKU. Tak, B JaHHOM CUCTEME yIIpaBICHUS I10JIb30BATENSIMU yIETHAS
3anuch B AD (JIOTHH), TapoJib U AJIEKTPOHHAS TOYTa COTPYIHUKA GOPMUPYIOTCS (GOpMaTbHBIM
00pa3oM (reHepUpyIOTCsl B COOTBETCTBHUU C 3aJIaHHBIM &JITOPUTMOM). [1, 2]

Bropas - 3170 cucteMa ynpaiieHUs TOIb30BATENSIMH pealn30BaHHas Ha OCHOBE IMPOTPaMMHOTO
NpoayKTa «ABTOMaTHU3MpOBaHHAsA cucteMa pacuetoB LANBIlling». Jlannas cucrema
(YHKIIMOHUPYET B YHUBEPCUTETE YK€ HECKOJIBKO JIET M Ha €6 OCHOBE B YHUBEPCUTETE
peanusyrorcst Takue maccoBbie UT yemyru kak: moctym k 6ecipoBognomy Mutepuery (Wi-Fi),
KOpPIOpaTUBHAs SJIEKTPOHHAS TOYTAa, YAATEHHBIN JOCTYN K KOPIMOPATUBHBIM MPUITOKEH UM
yHUBEpcUTETa, OMIUIUHT Jp. OCHOBHBIM HEJOCTATKOM JAHHOW CUCTEMBbI YIIPABJICHUS
II0JIB30BATEISIMU SIBJISIETCS €€ N30JIMPOBAHHOCTD OT KaJJpOBOIr0 CIIPAaBOYHUKA YHUBEPCUTETA. DTO
INPUBOJUT K TOMY, UTO YBOJIGHHBIE COTPYIHUKUA OCTAlOTCS B CUCTEME Kak Iosib3oBarenu. Ho
JaHHasl CUCTEMA YIIPABJIEHM [10JIb30BATENIMU UMEET U IOCTOMHCTBA. Perucrpanus
MI0JIb30BATENEH B CUCTEME MPOUCXOJUT HA OCHOBAHUM UX TUCHMEHHOTO 3asIBIICHHUSL.
CrnenoBarenbHO, JIOTHH, TAPOJIb U aAPEC DIEKTPOHHOM IMOYTHI COITIACOBAHBI C I1OJIb30BATENSAMHU U
yXKe pearbHO MUCIOJIB3YIOTCS UMU IPU oTydeHnH Hanbosee BoctpeboBanHbiX UT yemyr. Kpome
toro, LANBIlling — enuHcTBEeHHas cucTeMa aynuTa JeiCTBUM MOIb30BaTeNIel B YHUBEPCUTETE.
LANBIlling — cucrema tuma AAA (ot anrt. Authentication, Authorization, Accounting), TO ecTh
OHa OCYILECTBJISET:

. AyTeHTH(UKAIHIO (COTTOCTABICHUE IIEPCOHBI CYIIECTBYIOIICH YIETHOM 3aMMCH B

cucrTeme 0e30MacHOCTH);



. ABTOpH3AIUIO (COMOCTABICHHUE YIETHOM 3aUCH B CUCTEME (M TIEPCOHBI, MPOIISAIICH
ayTeHTU(UKAIUIO) U ONPeIeNEHHBIX TOJIHOMOYH);

. Vuer (cnexxeHue 3a moTpedIeHneM pecypcoB (ITPEUMYIIECTBEHHO CETEBBIX)
MOJIb30BaTEJIEM).

[ToTpeOHOCTH B CHHXPOHU3AIMU JAaHHBIX CUCTEM YIIPABJICHHU S 10Jb30BATENSIMY, 11€JIb JTaHHON
paboThI, CTaBUT BOIIPOC 00 ONpeACICHUH T0CTaTOYHOrO Habopa aTpuOyToB MOJIB30BaTENCH,
KOTOpbIE MOXKHO OyJIET MCII0JIb30BaTh Ha ATalle MEePBUYHON CHHXPOHU3ALUH.

YHUKaIBHOCTH MOJIB30BATENS ONPeAesIeTCs Mo YHuKabHOMY maeHTudukatop UUID B cucreme
AD u GUID (pasznoBuanocts UUID) B cucteme LANBIlling. [3, 11]

OcHoBHoe Ha3HaueHre UUID - 3T0 mo3BOJIMTH pacpeeEHHBIM CUCTEMAaM YHUKAIbHO
uAeHTU UIIpOoBaTh MHGPOPMAIINIO O€3 IIeHTpa KoopAnHauuU. TakuM o6pa3om, 110001 MOXKET
cozpatb UUID u ucmonb30BaTh €ro Iisl MACHTU(PHKALUH Yero-Iru00 ¢ mpreMIIeMbIM YPOBHEM
YBEPEHHOCTH, YTO TaHHBIM UAEHTU(UKATOP HEMpeTHaMepEeHHO HUKOTAa He Oy/leT MCIOIb30BaH
it 9ero-to eng. IlosTomy nHpopMarus, momedenHas ¢ momorpio UUID, MoxeT OBbITh
MOMEIIICHA T03Ke B 001Iy0 6a3y JaHHBIX, 0€3 HEOOXOIMMOCTH pa3pelleHus KOHUIUKTAa UMEH.
[11]

UUID Mmoxet ObITh IpeTHaMEPEHHO UCII0JIb30BaH OBTOPHO, JAJIS UICHTH(UKALIMH TOH Ke
camoM CYyIIHOCTH B Pa3lIMUHbIX KOHTEKCTaX, 4To U ObLIo peannzoBano B MI'TY um H.O.
baymana mexny cucremamu AD u LANBIlling.

TaxkuMm o6pazom, Ha ocHoBanuu GUID n UUID mo’xHO nmpoBecTH UAEHTH (PUKALIHIO
I10JIb30BATENICH OJHON CUCTEMBI B IPYTOM, U OCYIIECTBUTh CUHXPOHU3ALUIO YUETHBIX 3aIIUCEH:
nannbie u3 LANBIlling moctymst B AD.

Hau6oee KPUTUYCCKUMU NAHHBIMU IJIA 9TOM O CIIU ABJIAOTCA:

. Jloruw;

. [Tapoub;

. DJIeKTpOHHAsA M10YTa;
. UUID.

Onna yacTpb nosnb3oBaTeneil padotaer ¢ yueTHbIMU 3anucsaMu AD (711 onpeneneHHbIX
KOPITOPATHBHBIX MPUIIOKEHHUH ), ipyrast — ¢ ydetHbIMU 3anucsamu LANBIlling (omroqu monydaror
noctyrn kK Wi-Fi 1 T.1.). B cBsI31 ¢ 9THM NepBUYHAS CHHXPOHHU3ALUS TOJDKHA OCYILLIECTBIISTHCS
MIOATAINHO, YTOOBI M10JIH30BATEH, KOTOPbIE paboTatoT ¢ yueTHbIMU 3anucsiMu AD, Oblin Obl
YBEJIOMJIEHBI O CMEHE KaKoro-aubo mapamerpa.

Taxum, 06pazoM HEOOXOAMMO MPEAYCMOTPETh, YTOOBI CHHXPOHU3AIUS OCYIICCTBIISUIACH HE IO

BCEM IOJISIM Cpa3y, a JIMIIb 110 TpedyembIM. U B citydae, korna Ajsi KOHKPETHOTO IMOJIb30BaTEeNs



yxke Obljia MpoBeJeHa CHHXPOHU3AIIHS 10 HEKOTOPBIM MOJISIM, TO HE TPOBOJIUTH CHHXPOHHU3AIUIO
110 3TUM oJisiM. Eciu ke B mpoliecce CHHXPOHU3ALMU KOHKPETHOTO MOJIb30BATENs HE YAAIOCh
CUHXPOHHM3UPOBATH I10 KaKOK-1100 MpUUKHE, TO HEOOXOIUMO MPEAYCMOTPETH CUHXPOHHU3AIUIO

€T0 KPUTUYCCKUX JAHHBIX B UHAWUBUAYAJIbHOM MTOPAIKE.

Otcrof1a BO3HUKAET HEOOXOMMOCTh BBEJICHU S TOHATHUS «CTaTyca CHHXPOHU3AIUNY, TO €CTh
HEKOETO KOHTPOJIMPYIOILEr0 MeXaHHM3Ma, 00eCIeUNBAIOIIETO 1[EJI0CTHOCTh CUHXPOHU3AIUH.
Takke HEOOX0IUMO, YTOOBI MHCTPYMEHT CHHXPOHU3AINY HE OB MPUBSA3aH K OMPEIeIEHHON
natdopMe U onepalHoHHON cucteMe. [l oGecede st 3TOro YCIOBHUSI JOCTATOYHO, YTOOBI
WHCTPYMEHT CHHXPOHHU3AIIUH ObLI IOCTYIIEH U3 Opay3epa U MCIOIb30Ball OJIUH U3 CEPBEPHBIX

CKPUIITOBBIX A3BIKOB.

CepBI/IC CHUHXPOHU3AIWNU MMPCANOJgaracT CICaAyromme npeucacHTbl NCITOJIb30BaHMA:

e [louck nmonp3oBareis B cucteme AD;

® Tlouck nmoms3oBarens B cucteme LANBIlling ¢ BeiBomoM Hanmuuus mpu3HakoB

cUHXpoHM3auu ¢ cucremoid AD (cTtaTyc cMHXpOHU3aLMH);

® Peructpaius HoBoro nosbs3oBatens B cucreme LANBIlling, cymectByromiero B cucreme
AD;

® [I3meHeHue 1o KeTaHuo HH(OPMAIUH O MOJIb30BaTelNe U OOHOBJICHHE HHPOPMAIIHH B

cucremax AD u LANBIlling;

® MaccoByr0 CHHXPOHHU3ALIUIO IO OJJHOMY M3 KPUTHYECKUX MapaMeTpoB (JIOTMH, 1apOJib,

nhoa) HOJ'IB3OB3TCJICIZ, CYHICCTBYHOIIIMX B 000HuX cHCTEMAX.

CtpykTypHas cxema cepBHCa CHHXPOHHU3ALUH ITPe/ICTaBJIeHA HAa pUCYHKe 1.
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Puc. 1. CtpykrypHas cxema cepBHca CHHXPOHU3AIUU

JloCTyn K TaHHBIM OCYIIECTBIISIETCS CIEAYIOIMM 00pa3oMm:

® Jlus BHeceHMs M3MeHeHui B 0a3y manubix cucrembl LANBIlling 1enecoodpasuo
nocpenactsom SOAP-niporokona padorats ¢ WSDL-cepBrcoM, KoTOphIii 0Ha

NpEeaoCTaBJIsACT,

® 3ampocsl k cucteme AD nenecoodpaszno popmuporats B Buse LDAP-3anmpocos.

Anr OpUTM paGOTBI CCpBUCA MTPCACTABIIACTCA ABYMA HC3aBUCUMBIMU IIPOLUCAYpPAMU:

® [Ipouenypa nepBUYHON CHHXPOHU3ALMU YUETHBIX 3aIIUCEN NTOJIB30BATENEH, YKE

3aperucTpUPOBAHHBIX B aBTOMATU3UpOBaHHOMU cucTembl pacuetoB LANBIlling ¢



YUETHBIMU 3aMCSIMU T0JIb30BaTeNel B KaJipoBoM cripaBoyHuke MI'TY um. baymana,

pasmerieHHOM B AD, u nepBuuHo# peructpanuu nonas3osareneid LANBIlling ¢ AD;
e [Iponenypa MacCOBOM CHHXpOHU3ALUH YUETHBIX 3alIMCEH MTOJIB30BATEIEH.
[Ipu BbIIOTHEHUH MPOLIETYPBI MACCOBOI CHHXPOHHU3AINH 11€1ec000pa3Ho He 00pabaThIBaTh
M0JIK30BaTENeH, KOTOPBIC YoK€ CHHXPOHU3UPOBAHBI 110 KOHKPETHOMY TTOJIIO, YTOOBI CHU3UTH
Harpy3Ky Ha CepBHC.

HpI/I BBI60pO‘IHOM OOHOBJIEHHUH ITOJIEH KOHKPETHOI'O ITOJIb30BATCIIA uenecoo6pa3Ho HUMCTb

BO3MOXHOCTb BUACTD, KAKMEC IT0JIA Y2KE€ 3aTPpOHYJIa MaCCOBasi CUHXpPOHU3AIl M.

TakuM 00pazom, BaKHBIM ITapaMeTpoOM B paboTe cepBrca CHHXPOHU3AINH SBIISIETCS CTATYC
cuHxpoHu3aiuu. [Tone, KOTOPBIM OMUCHIBAETCS CTATYC CUHXPOHU3ALNH, TpUCYTcTBYeT B AD y
Ka)JI0TO ToJp30Barens noa umenem Pager. [lone Pager 6p110 BEIOpAHO C CBSI3U € €r0
HEe3aJIeiCTBOBAHHOCTBIO, & TAKXKE B IIENIIX HE PEOPTaHU3allUH CTPYKTYPhI YUETHOU 3amucu

noss3oBarens B AD.
Ione Pager nmeet CTpOKOBBINM THII M UMEET ciieaytonmii "yciaoBHBIN ¢opmar: "XXX".

Kaxnapiii anement "X" oTBeUaeT 3a CHHXPOHU3ALMIO KOHKPETHOTO MapaMeTpa:

e [lepsrrit "X" - norUH;
® Bropoii "X" - mapoub;

® Tpermit "X" - moura.

OnemenT "X" B KauecTBe 3HAUEHUS MOKET IPUHUMATh EAMHULLY, €CIIU TapaMeTp

CUHXPOHU3HUPOBAH, U HOJIb — HHAYC.

Taxkum 06p330M, B CJIy4dac MMOJIHOM CHUHXPOHMU3AINU I10JIC Pager 6YIL6T COOTBCTCTBOBATL CTPOKE

"111".

Jst HarnmsiAHOTO onmMcaHus pabOThl CepBUCA CHHXPOHHU3ALMHU UCTIOJIB3YIOTCS IUarpaMma

nocnenosarenabHocTel B UML-HoTanuu, npeacTaBieHHble Ha puc.6 U Ha puc.”.

PaCCMOTpI/IM noz[po6Hee AuarpamMmmy HOCJ'ICI[OB&T@J'IBHOCTCFI perucrpanuu u OOHOBJIEHUS

noJbp30BaTessi(puc.6).

[Tonp30BaTesb CHCTEMBI (MJIM IIOJIB30BATENb CEPBUCA CHHXPOHHU3ALUH ) IUISI TIOMCKA
nosnp3oBatess cucteMbl AD omkeH BBeCTH B JOpMY CepBHCa CHHXPOHU3AUN OTHOCHTEIIBHOE
pasnuyaromeecst ums wir CN (ot anrt. Common Name), kotopoe B OOJIBIIMHCTBE CIIy4aeB B

Hactosueii cucreme AD npencrasieno B popmare «Damunusg Umst OtuectBoy. [locne uero



CEPBUC CHHXPOHU3AIMHU OTIIPABJISET 3aIPOC Ha MOUCK HHpopMannu k cucteme AD, koTopas B
CBOIO OUepe/lb I0OJDKHA BO3BPATUTH CITMCOK Moib3oBareneid, ubu CN coBmamaroT ¢ BBEACHHBIMU
JTAHHBIMH, C CONTyTCTBYIoMEH uH(opMarueit. [locie yero, B cirydae HaXOXJIEHUS COBITA/ICHMUS,
M0JIB30BATENh CHCTEMBI BBIOMPAET KOHKPETHOTO TOIb30Barens. [lanee cepBUCY CHHXPOHHU3AIUU
HEOOXOAMMO MPOBEPUTH, UMEETCS JIM TAaKOH ke moJs3oBarenb B cucteme LANBIlling
IIOCPEACTBOM HarpaBJieHUs 3arpoca Ha mouck nHdopmanuu k cucteme LANBIlling, xotopas B

OTBET JOJIXKHA BEPHYTH I/IH(i)OpMaI_II/IIO O CyHICCTBOBAHHH I10JIB30BATCIISI B CUCTEME.

Ecnu mone3oBarens He cymectByeT B LANBIlling, To monbs3oBarenb CHCTEMBI 110 JKETaHUTO
MO>KET 3aperuCcTPUPOBATH €T0, TP ATOM OOHOBUB JaHHBIE B AD (BO3MOKHO BBITIOJIHUTH IPU
YCIENHON perncTpanun). Pesynprar perucrpanuy 1 OOHOBIICHUS ITPEIC TaBIISIETCS

ITOJIB30BATCIIIO CUCTCMBI.

Ecmu mone3oBarens cymectsyer B LANBIlling, To monp3oBaTens CHCTEMBI 1O JKETAHHIO MOXKET
W3MEHUTH €r0 JaHHbBIE, IIPHU 3TOM JaHHbIe 00HOBsATCS Kak B cucremMe LANBIlling, Tak u B AD.

PGSYHBTaT OOHOBJIEHUS MMpCACTaBJIACTCA TOJIB30BATCIIO CUCTCMBI.
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Puc. 2. Jlmarpamma nociie1oBaTeIbHOCTEH PETHCTPAIINN M OOHOBJICHU S ITOJIb30BATEIIS

PaccmotpuM noapoOHee nuarpaMmy MaccoBoit cuaxponusanuu(puc.?). [lons3oBaremnto
MpeaiaraeTcsi BEIOpaTh OJHO U3 KPUTHYECKUX TOJIEH, IO KOTOPOMY TPeOyeTCsl IPOU3BECTH
cuHxpoHu3aiuo. [Tocie yero mpoucxoauT mocaenoBaTeNbHas BHIOOpKa MOIb30BaTesei
cepBucom cuaxponuzanuu n3 LANBIlling, Kaxneiif monp3oBaress mpoBepsercs Ha

cymectBoBanne B AD na ocnose UUID.

B ciydae, ecnin TakoBoit umeetcs B cucteme AD, To TaHHBIE CHHXPOHH3HPYEMOTO OIS
konupytorest u3 LANBIlling u 3anuceiBatorcst B ananornuHoe mose B cucreme AD. Ecin
nocjexHee IeCTBHE 3aBepIIaeTCs ¢ OIMOKON, TO 00 3TOM y3HaeT M0JIb30BaTelb CUCTEMbl. OH
Taroke HHQPOPMHUPYETCS O TOM, Ha KAKOM MMEHHO Iojbp30oBatene cucremsl AD mpou3sonnia

oumoOKa. YcremnHble 0OHOBJICHUS IPOXOAAT B (JOHOBOM PEXHUME.
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Puc. 3. Jlnuarpamma nocie10BaTeIbHOCTEN MaCCOBO CUHXPOHU3ALUU

Harpy3soyHoe TecTuUupoBaHue

Jlyist mpoBeieHN s HAarpy304HOTO TECTHUPOBAHMS ObLT HCTIONIB30BaH Apache JMeter —
WHCTPYMEHT JUIS TIPOBEICHUS HAaTPY304HOTO TECTUPOBaHUS, pa3pabaTeiBaeMblii Apache
Software Foundation. Ilpeanonaraercs, 4To BO BpeMsl ceaHca CHHXPOHH3ALUH, OyieT
MPOUCXOANTH (POHOBASI HArpy3ka Ha cepBep - HanpuMmep, aBTopusanus 100 monp3oBaTeneii B

OINH MOMCHT BPCMCHU.

HaCTpOﬁIM IJ1aHa TCCTUPOBAHUA ITPCACTABJICHBI HA PUC. 4u puc. 5.
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Puc. 5. Ilnan TectupoBanus. [lotok 2 — ABTopuzanus

Step Test Now

Stop Test Now

[Tocnie mpoBeeHUS TECTUPOBAHUS IT0 CHHXPOHHU3AINH 3JIEKTPOHHOM 1mouThl 1000
M0JIK30BATENEH MOJIy4alOTCs CIICAYIOLE PE3yIbTaThl.

Kax BuaHO u3 puc. 6, 26 MaCCOBBIX CHHXPOHHU3ALIMH AIEKTPOHHOMN MOYTHI MPU YKa3aHHON
doHOBOM Harpy3ke mpouutn 6e3 onmook. [Ipu 3ToM cpemHee BpeMs BHITOJHEHUE

CHHXPOHH3AIIMHU COCTaBJIsIET OKOJIO 83 cekyHI. TakuM 00pazoM MOYKHO MPEIIOI0KUTH (KaK
BUJIHO U3 PUCYHKA), 4TO 32 1 4ac MO’KHO CHHXPOHU3UPOBATH (II0 ApaAMETPy «QJIEKTPOHHAs

nouray) B cpexHeM okosio 43300 nosib30BaTenei.

Label # Samples Average Median 9% Line Min Max Erroa & Thirough put
MassMail 26 83159 B1B3T 93124 57201 109338 0, 0%
TOTAL 26 83159 B1B3T 93124 57201 109338 0, 0%

Puc. 6. TectupoBanue MaccoBOil CHHXPOHHU3AIMU SJIEKTPOHHOM MOYTHI



Ha rpaduke mo aBropu3zaiuu (puc. 8) BUIAHO, 4TO Mpou3BoauTenbHoCTh (Throughput) me cumbHO
MEHsIETCs1 CO BpeMeHeM (oHa cTabuibHa). [Ipu 3ToM cpeHee Bpemst 0TBETa IMOCIIe aBTOPU3AIIUU
paBHO 4,85 CEeKyH/IbI.

DTO0 03HAYAET, YTO MPH 33aHHOM ILJIAHE TECTUPOBAHHUS HE TIPOUCXOAUT CHUKECHHUSI
IPOU3BOIMTEIBHOCTH, M POCTa 3aJIePXKEK MpH BbinmoaHeHuu 3ampocos k LANBIlling.

Label £ Samples AVErage Median O Line Mir Max Error % Throughput
Auth Client 44224 4856 4210 5439 0 2027965 1,02% 18,8/sec
TOTAL 44224 4836 4210 5439 0 2027965 1,02% 158.8/sec

Puc. 7. TectupoBanue — poHOBasi Harpy3ka aBTOPU3ALUU

5957 ms

il ms

Mo all Samples 44224 Latest Sample 1720008 Average 4856
Dewiation 25058 Throughput 1 128.208/mimute Madian 4210

Puc. 8. I'paduk mporecca aBropusaiinu nosn3oBarencii B LANBIlling

JlanHble o pe3y/bTaTaM TECTUPOBAHUS CHHXPOHU3ALUU TTapOJiei ¥ JOTHHOB MPEICTaBICHBI
Huxe. Kak BUJHO, cepBep He reHepupyeT OTKa3bl U CHHXPOHU3ALUS TPOCUXOTUT 03 Ol OOK.
TakuMm 00pazom, 3asBieHHas GOHOBAs Harpy3ka He OKa3bIBAeT HETATHBHOTO BJIMSIHUS Ha
IPOLIECC CHHXPOHU3AIUH.

IIo BPCMCHHU BBITTOJIHCHU A CaMas 3aTpaTHasA ornncpanund — CAHXPOHU3alus 110 HOFI/IHy.

Label £ Zamples Average Median G Lime Min Max Error % Throughput
MassPass 11 145053 137626 176999 120595 217798 0,005 24,8 hour

Puc. 9. TectupoBanure MacCOBOM CUHXPOHU3ALMHY TTAPOJICH

Label # Samples AVETIQE Median G0 Line Mir Max Error % Theoughput
MassLogin 12 135655 128399 162631 118324 170551 0,00 26.5 /hour
TOTAL 12 135655 128399 162631 118324 170551 0,00 26.5 /hour



Puc. 10. TectupoBaHre MaccoBO CUHXPOHU3AIMH JJIOTUHOB

JInst wccnenoBaHus Tpoliecca CHHXPOHHW3alMKU co cTopoHbl Active Directory  Obut
UCIONBb30BaH MHCTpyMeHT Performance Monitor. Dta yrunurta nocrasisiercs Bmecte ¢ OC
Windows Server, u mo3BoJisieT mpeaoCTaBIsITh Pe3y/IbTaThl H3MEPSIEMbIX METPHK B B rpaduKoB
HJIN OTYCTA. HpCI/IMyHIeCTBOM 9TOIroO HHCTPYMCHTA ABJISACTCA TO, YTO OH HAACKHO HHTCTPUPYCTCA
C omepaluoOHHBIMH cucTeMamMd Windows ¥ IO3TOMY OTOOpaXkaeT IOCTOBEpPHbBIC 3HAYCHHS
pa3IMYHBIX aCIEKTOB MPOM3BOAMTENbHOCTH. Performance Monitor mpenocTaBisieT MHOXKECTBO
OOBEKTOB TPOM3BOJUTEIBHOCTH, U KaXIbIH OOBEKT MPOM3BOIUTEIBHOCTH MMEET HECKOJIBKO

CUCTUHUKOB.

be1mn ncrons30BaHbI CICAYIONME CUCTUYHUKU:

e ADs \LDAP Searches/sec — uuciio oneparuii moMCKa B CEKYH/Iy, BBITIOJHACMBIX
Uil 3ampocoB 1o mporokony LDAP. SIBasercs XopommMm HMHAMKATOPOM
WHTCHCUBHOCTH WCIIOJIb30BaHUSI KOHTpOJUiepa JoMeHa. llpu omTumalbHON
CTPYKTYpE CITy’KOBI KaTaJIOTOB METPUKA JTOJDKHA UMETh OJIMHAKOBOE 3HAUYCHUE IS
BCEX KOHTPOJUJICPOB JIOMEHA. YBEIUUYCHUE 3HAUCHUSI METPUKU YKa3bIBaeT Ha TO,
YTO B CETH IMOSBUIIOCH HOBOE TIPHUIIOKEHHUE, padOTaroIIee CO CIIYy)KOOH KaTaJloToB,

HUTH BO3POCIIO KOJTMYECTBO KITMEHTCKUX KOMITBIOTEPOB.
e DS Directory Writes/Sec — uucio oneparuii 3anucu B katajgor AD B cekyHIy

e DSDirectory Reads/Sec— uucno onepanuii ureHus u3 katajgora AD B cekyHty

HpOI/I3BeIlCHHBIe HHKC UBMCPCHUA TPOU3BOJUIINCH HA BHpTyaHLHOﬁ MalMHEC 1o/ YIIpaBJICHUECM

Windows Server 2008.
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Puc. 11. CocTosiHue cepBepa, KOra CHHXpOHU3ALUS HE 3allycKalach

100
S04
80+
70
&0+
504
40
30
20
104
a T T T T T h T T T n T
10:29:30 10:30:02 10:30:32 10:31:02 10:26:35 10:27:05 10:27:35 10:28:05 10:28:35 10:29:05  10:29:29
Last 2963,000 Average 2962,549  Minimum 2959,000 Maximum | 2964,000 Duration | 457
Show | Color | Scale | Counter | Inst.. = | Parent | Object | Computer |
Iv — 1,0 DS Directory Reads/sec NTDS — DirectoryServices V\SRV2KBR2-CA-01
i — 1,0 DS Directory Searches/sec MNTDS = DirectoryServices WSRV2KBR2-CA-01
v — 10 DS Directory Writessec NTDS Directory

Available

Puc. 12. CoctosiHue cepBepa IpH 3aIymeHHON MacCOBON CHHXPOHH3AIUN

Kak BuaHO, u3 rpadguka cepBep CIpaBsieTCs ¢ Harpy3Kol, OTKa3bl HE TeHEPUPYIOTCSL.



BriBoaLI

Pa3zpaboTanHblil mporpaMMHBII IPOIYKT MO3BOJISIET OCYIIECTBUThH MSTKYIO (0€3 CyIeCTBEHHOTO
u3MeHeHus cyectByronmx MC) mHTerpaiuio cucteM ynpaBieHus M0JIb30BaTEeNsIMH B
KPUTHYECKH BAXKHBIX Ul YHUBEpPCUTETa MHPOPMALIMOHHBIX CHCTEMaX € €IMHON CITyK00ii

ayTeHTU(DUKAIUH.

e Unurerpanus LANBIlling u Active Directory € nomompo pa3padoTaHHOTO cepBHca

MNPUBCIACT K YHI/I(l)I/IKaI_[I/II/I JIOTMHOB U naponep“l AJI YHETHBIX 3aMucei 3TUX CHCTCM,

® Peanu3oBaHa EepBUYHAS CHHXPOHHU3AIMH 10 ONPEICIICHHOMY OO (JIOTHHY, IapoJie
WJIM TIOYTY), TIPH 3TOM aKTyalbHbIC JaHHBIC OISt mocTaBistoTes cucremorr LANBIlling u

3amuceIBarOTCA B cucreMme AD;

e PeanusoBana peructpaius nois3oBarens cucrembl AD B cucteme LANBIlling, eciu B

HEH TaKOBOTO HE MMEETCS;
® Pecamn3oBaHO BO3MOXXHOCTH OOHOBIICHHUS IOJIH30BATEIISI B 000MX CHCTEMAX;

® [Ipu GosbIIOM KOJMYECTBE MapaMeTPOB U HE3aBUCHMOCTH UX OOHOBJICHUS TPpeOyeTCst

HaJIMIUEC CIICHHUAJIBHOTO I10JIA, OTBCUAIOIICTO 3d CUHXPOHU3ALWIO KAXKIO0I0 U3 HUX;

® (CoOCTOSHHE 3TOr0 MO YKa3bIBACT KAKOC II0JIC B ﬂeﬁCTBHTGHLHOCTH CUHXPOHU3HUPOBAHO,

a KaKoe HET;

® llHTerpanmoHHBINA cepBUC HanrcaH Ha si3bike PHP, ncmonssys momyns LDAP s

pabotsl ¢ Active Directory u moayns SOAP mist pabotel ¢ LANBIlling
® Unrepdreiic cepuca peann3oBaH ¢ momonpio Texaonoruit CSS & HTML

e CUHXPOHM3AIUS 10 JJIOTHHY - camas 3aTpaTHas omnepaius (26,5 CHHXpOHU3aIHii/4ac);

® Harpy30o4Hoe TECTHPOBAHHE IMOKA3aJl0 PabOTOCHOCOOHOCTh PEHICHHS TIPHU 0XKUACMOM

YPOBHE Harpy3okx;
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